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Abstract

INPACEA-TIE (integrated nuclear plant accident, @gmment and environment analyzer —
technological information elaboration) provides gussibility to simulate and visualize all stagés o
NPP accidents with precision and detail. The taeispnts an integrated approach for safety and
security concepts in three ways:

1. NPP security - security features which are implei@eat the NPP are simulated

2. Simulator security - access control and user @Mk can be adjusted at the simulator itself

3. Testing and improving of security measures — a otetb detected security deficiency with
INPACEA-TIE

Introduction

In contrast to full scope simulators the tool INFETIE (integrated nuclear plant accident,
component and environment analyzer — technologifatmation elaboration) provides a platform

to simulate and visualize all stages of NPP acdglaevith precision and detail. The modular
approach, which allows incorporating the most adedncomputer codes, ensures that every aspect
of an accident is treated by the adequate calomatode (Relap5, Trace, Melcor, Nestle, CFX,
CIAU e.g.). A prototype, simulating Central Nuclegtucha 2 (CNAZ2) of the tools is currently under
development at Gruppo di Ricerca Nucleare San Ri€socado GRNSPG of University of Pisa.

Standards, regulations and guides provide a framsefcurity concepts in NPP — which does usually
not apply for NPP simulators. Therefore most NRRusktors do not consider security aspects in a
systematic manner. INPACEA — TIE presents an imtiegh approach for safety and security
concepts at following level: Main NPP securitytfgas are simulated; access control and user
privileges can be adjusted at the simulator itd&lPACEA supports the testing and improving of
security measures. INPACEA therefore is able tqetpidentification of security deficiencies and
to improve concepts in security by design (SbDJidql&C security) and operational procedures.
The paper overviews how security aspects can bgidemed systematically at level of nuclear plant
accident analyser (NPP-Simulator INPACEA-TIE) innaodular approach to reach simulator
application compliance with potentially also di#fat security concepts.

1. Focus of Full Scope Simulator and Nuclear Plant Aédent Analyser

NPP full scope simulators are used for traininglaht operators and license of operating staff. The
systems represent a detailed copy of the plant@omom and provide simulation environment for
connected 1&C and physical systems. NPP Accideratlysers (like INPACEA) can also be used for
operator training, but in addition to support dewlerstanding of plant behaviour during selected
transient sequences. Plant Analysers are repragethi& most important instruments and functions
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of the plant but not necessarily in full detail.eTécope of analysers is concentrated on plantmlesig
design approval, validation of simulating codesdalsation as well as fundamental concepts of
interaction of plant design and operation — unter éxtend also relevant for operators. INPACEA
plant accident analyser provides support at thifferent levels: 1. Operator training, 2. code
validation and design qualification, 3. support maaith links and access to relevant second and
third level documents and literature for extendedwdedge management and documentation related
to interaction of processes, procedures and liognsases. Security aspects and integrated saféty an
security approach are relevant on all three leamtsare considered by INPACEA.

The operator mode runs transients, which were sitedlwith the chosen code package and frozen
nodalisation (containing in case logic, thermaltiaydics, neutron-kinetics, computational fluid
dynamics and radiological consequences simulatimistetc.). This mode provides a quasi-full
scope simulator environment to train operators ifteractions on special situations and to
demonstrate event characteristics in full detaiévéftheless the results are pre-calculated, the
simulation has to be done before due to the regddsgh calculation time.

The analytical mode is interfering at the levetedictor and system design. Simulation code changes
can be implemented or the nodalisation can be @uhng a strictly documented way to simulate
system adaptations of plant I&C (e.g. by changihgetpoints or limits) or structures.

The third INPACEA mode provides access to an exdrithtabase of supporting documents related
to the plant design, operating procedures, thelisadimn and code environment and interaction and
licensing documents.

2. NPP Accident Analysers and Security Issues

2.1  Security Relevance

NPP simulators are currently used for several appitins mainly from nuclear operators and plant
designers to train and license operating peoplease of accident analysers also to support design
development or design conception [1], [2], [3].

Also beyond nuclear sector and in other criticalustries, like aerospace, naval or defence sector,
simulators are used to improve quality of produttsining of involved staff and to accelerate
development and competiveness with reliable costese industries are aware of the strengths and
effectiveness of simulation tools in identifyingtimal aspects of design and operation. Both, gafet
and security related aspects can be simulatedpadifics have to be considered. Following IAEA
definition [4] of the two analogical expressiongeta and security, the first one could be described
as freedom of technical risks, security as absenciccessful protection against human intended
risk. The security approach therefore concentraies Protection of product development and
intellectual property rights on the one hand sidd an countermeasures against infiltration and
misuse and sabotage by unauthorised persons quyfd}y [6], [7], [8].

Digital Instrumentation and Control (I&C), Informiah and Communication Technology (ICT) and
Supervisory Control and Data Acquisition (SCADA)s®ms are nowadays significant part of
nuclear facilities and energy infrastructure anddualso in safety critical areas. These systems are
frequently part of the safety systems and therefse possible affected by unintended human
(operation) errors or target of human intendedcktaand sabotage, creating a security issue. Digita
I&C system safety features are matter of extendseclidsion of plant designers, operators and safety
authorities [9], [10]. Because they are per debnitcomputer based, also related risks have to be
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considered. The Stuxnet attack of nuclear facdlité Natanz and NPBusher demonstrated that
I&C security issue is not just an academic issukiamble to open serious safety challenges.

Digital 1&C systems and simulators or plant anatgsare frequently using the same or similar tools
for data processing and logic per definition. Siguhreats could affect both.

The 9/11 event was based on training performed atrdinary plane simulator. Because of the high
degree of system complexity, the high number oftgadritical systems, the relative low number of

plants and connected low statistical analyses, B&fdent analysers and simulators are able to
contribute significantly to systematic safety cheak design and operation. It is therefore necgssar
to protect the results but also the simulatorfif€g) [10].

2.2  Regulatory Frame

Since several years regulators consider the berfedim full scope simulators to train and license
operating staff as well as to analyse and imprdaatpesign or to provide support for conceptual
studies [11]. Security aspects in nuclear facgitizeyond physical protection and implementation of
non-proliferation regime was not in focus for lamme and rosed up with international attention on
security debate and more distributed use of did&& and SCADA systems [11], [12]. Several
safety authorities are concentrated on updatinge®igting regulations on nuclear I&C systems to
consider the new spectra of options [10], applicetiand threats with new requirements [9]. Some
of the changes in regulations are also relevanis@ and set up of simulators. There are also
significant and coordinated activities at the lewélinternational organisations for exchange of
experiences and to define best practice guideforel€.C, ICT and simulator security and integrated
approach of safety and security analyses [13],.[®plicable guidelines are considered for
INPACEA at different implementation level as debed in the following section.

2.3 Security features on plant level

The UNIPI INPACEA considers main security featuodglant design and operation modes. Four
plant security levels are identified; they are nsed for ranking but distinguish between the sécuri

targets: 1. Physical protection and consistencyeténtion functions, 2. Security of Systems and
Components, 3. Instrumentation and Control Systemufty, 4. Operational safety and security
management.

All of these areas are also covering safety relewarsafety critical systems or topics, because a
security risk could only change into real dangertriaysforming into a technical risk and damage
with transfer from security arena into the safetgna. INPACEA considers the specific security
measure or action from the plant according to tka &1-4 as described). The issues are documented
in a security catalogue linked to the affected deeg. 1&C systems).

The security analysis is starting as case by casgenfrom anticipated transients or events and
considers the status of security table entry aagecritical steps. Each safety system is attatut
with a security value ranked by vulnerability tacgaty attacks within a scale from 1 (very diffitul

to attack) to 10 (highly vulnerable on multipledhts). The safety system security attributes create
an additional category. The table of attributesvigles additional information about security status
of plant at certain simulated safety level.
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2.4  Simulator Security

Simulator security can be subdivided into: A) phgbiprotection of simulator against intended or
unauthorised access and B) software security.

2.4.1 The physical protection is ensured by:

Physical access control measures: INPACEA systesatigp in physical secure environment, which
is protected by fire safe doors and multilayer widmntrol of access unit. Redundant presence
sensing systems are permanently active and triggguthorised access alarm in case of closed-mode
activation.

2.4.2 Software security is guaranteed by:

Island operation mode: INPACEA system is physicaligconnected from internet. Software
changes, data transfers and updates can be pedfoomig by authorised INPACEA staff with
personal authorisation of physical access and padsprotected login. All file transfers are logged
for statistical and analytical reasons. The logsfilre documented.
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Figure 1 INPACEA architecture.
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The INPACEA environment is the only system withl fulteraction and function of separated and
modular tools, databases and programmes at this. tifingle code segment development
environment is protected by QA approved ISO 900082@ata and process management conditions.

The chain of qualification includes also subcoritrex

As shown in Fig. 1 the INPACEA system architectooasists of five modules. The Master System

(centre) represents the general service managej 688l connects the databases, computational
systems and external software to the user interfapper module). The SM is the central part of

INPACEA and is therefore physically and electrotiicarotected. Standard users and analysts do
not have access to administration of SM. They e o use the services and request data and
computational power but are not allowed and ablehinge the rules for the services provided. The
same level of security is implemented for the DBW&a base (lower part). Computational systems
(left shown modules) are also handled secure bré¢ bkanges from analysts are possible under
predefined criteria.

The whole architecture like shown is not connediednternet. The external software systems
(demonstrated at the right side) are treated llk® ¢omputational systems. Code license and
intellectual property rights from third parties leaw be considered in addition.

2.5 Testing and Improving of Security Measures

Starting from security attribute table of safetystgyns, the level of integrated plant safety and
security can be investigated and improved. If tgafeelevant systems are affected by (additional)
security event(s), the transient history will changor systematic analyses the security attribute
(level of vulnerability) of a safety system hash® considered. The analyses are performed with the
security class starting with the most vulnerablgteay(s). In case that a safety system is considered
as relevant at selected security level, a totalatgror unfavourable effect of the system has to be
anticipated. The damage is implemented in simulatode(s) like additional boundary condition
starting from time of initialisation of changedrisient history in relation to the lower securitydé
where the system is still effective and not affddig the security attack.

This approach is also applicable in case of differgecurity attributes (e.g. for distinguishing
between external and internal threat vulneralbdljtraore detailed attack characterisation etc.).

Within a systematic approach several relevant ggaenvents have to be considered at different time
and extend and provide initial and/or boundary d@ioms comparable to that of safety sensitivity
analysis. Security events have to be considered on:

* Level of design (corresponding to plant nodalisatib INPACEA),
« plant I&C (image of the plant logic at INPACEA) and
* Operator actions (if considered during the trartsierevent).

Within the security event arena active countermessby operators have additional relevance in
relation to separated safety analyses for singiarig events. Depending on system interactions a
security driven event tree has to be simulatedu®gdmpact could affect simulation output by:

» Physical behavior of plant, logical response ofays,
» Availability of safety systems,
» Common mode aspects etc.
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The results are documented in output files and fdatpost processing.

The concept of nuclear plant analyser providespibesibility to consider and investigate design
changes (at the level of structures, systems art fggic) and definition of operational interacts

as far as covered by system response. It is threr@fssible to investigate effects of changes also
related to security issues with three implicatioBstectiveness of Security by Design (SdB),
interaction with safety design and (both, safety s@curity) procedures, as far as they are sindilate

INPACEA is able to support the qualification of gegted security measures by demonstrating the
effect on plant behaviour. The process of trans&tion of security issue(s) into plant response is
quite essential. Applicable and reasonable critriaecurity events have to be used to generate an
adequate security matrix for the event family (gsidesign bases threat and security target
requirement concept). The pre-selection of evemetdy implies the focus and the security related
transient impact. Systematic approach how to déal single, double and multiple security events -
also on different levels — has to be defined bestaeting simulations. Integrated safety and sécuri
event conditions are implemented like technicalnéveonditions before starting the simulation
within INPACEA software code modules e.g. at theeleof heat structures, plant nodalisation and
geometry, neutron kinetics, fuel conditions, auallty of operational and safety systems or plant
setpoints, limits and logic. Security improvemenfsthe plant are resulting in changing security
vulnerability attributes and improvement of safsgstem availability at a certain security level.
Improvement measures can be simulated like destribey aspects are the availability of a system
by higher protection, decrease of component thddatrsification or additional systems etc.

Table 1 Security aspects of Integrated Nuclear PlarAccident Analyzer

Plant Analyzer characteristic Security aspect

Tool for analysts Support to “Security by Design”

Behavior of plant not fully known, focus grimprovements and qualification of integrated
analytic support for decision making safety and security concepts, also at procedural
and operational level

Development of normal, abnormal, emergen8ecurity aspects of normal, abnormal and
procedures emergency operational procedures

New scenarios-problems to test or extemkfinition support for new scenarios, design
capabilities of NPP bases threat, security related requirements|and
acceptance criteria

Target group considerable in size Overlapping gafahd security community
representatives

Quality components, but limited hardwarBhysical protection, access control and lggin
requirements procedure like for full scale simulator required.
Life cycle control required

Everyday access for any analyst Access under predefiser security rules
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3. Conclusions

Integrated approach in analyses and implementatiGafety and security aspects is important also
at the level of NPP Simulators and NPP Accident Iygexs. Most essential technical and
operational plant security features have to be lsitad for better understanding of interaction of
safety systems with security threat scenarios.realistic simulation of security events, input and
interaction tables have to be developed carefulltha level of threat analyses, plant design and
security of operation. To avoid unintended inforimatspreading about design conceptions and
security related countermeasures for scenariosylator related security has to be enforced: Access
control and user privileges can be adjusted atNFACEA simulator.

In combination with sensitivity runs INPACEA proesl an optimal platform for systematic analyses
and better understanding of security related pidiieicts and integrated safety concept and supports
improvements of design and procedures or both omasorable level by concept of security
attributes.
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